Encription with ransomware
We start with introducing ourselves and talk about why we are here. We will then move on to the topic of phishing and show a fictional story to illustrate what ransomware is.
After that we ar gonna ask the students if they alredy know something about ransomeware. After that, we will explain what our topic is and what it entails based on the story.

In the following part we are gonna explain, how a ransomware program like this can get on a PC.

> Phishing emails that show delivery notifications or PDF attachments.
> Fake downloads that automatically infect the PC with malware upon download.
> Drive-by downloads, which automatically download data when a website is visited.
> Manipulated websites or advertisements that contain malware.
> Infected USB sticks or external devices connected to the PC.
> Security gaps in systems that have vulnerabilities and thus an attack surface.
> Through network attacks that allow attackers to access data.

Then we will explain the impact such a program can have and the advantage the attackers have as a result. In conjunction with that, we will name the different types of ransomware.
At the End we are gonna summurize the Topic and list down a solutions fort he Problem of ransomware
1. Keeping your own system up to date and updated to avoid potential security vulnerabilities.
2. Take security measures, for example, by using Windows Defender or a reputable antivirus program.
3. Be cautious with emails, especially spam emails and unsolicited advertising.
4. Downloads from trusted sources.


What is Ransomware?
Ransomware is a harmful Krypto or Encription that get access to your personal information. The program gives the attacker the ability to encrypt or publish the information.

Where does the word come from?
Ransomware is derived from the English word ransom, as it is the same principle as in a kidnapping. To decrypt the information, the victim must pay the ransom.

History of Ransomware
The first Ransomware programm was created by Joseph Popp in 1989, it spread malware disks, with hidden files that involved encription programmms. It was known as  Aids trojan. Nowadays, it is a common program that anyone with a computer can create 

How does the programm gets on your PC?
> Phishing emails that show delivery notifications or PDF attachments.
> Fake downloads that automatically infect the PC with malware upon download.
> Drive-by downloads, which automatically download data when a website is visited.
> Manipulated websites or advertisements that contain malware.
> Infected USB sticks or external devices connected to the PC.
> Security gaps in systems that have vulnerabilities and thus an attack surface.
> Through network attacks that allow attackers to access data.
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How to protect from ransomware?
1. Keeping your own system up to date and updated to avoid potential security vulnerabilities.
2. Take security measures, for example, by using Windows Defender or a reputable antivirus program.
3. Be cautious with emails, especially spam emails and unsolicited advertising.
4. Downloads from trusted sources.
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Your files have been safely encrypted on this PC: photos, videos, documents, etc.
Click "Show encrypted files" Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key.

The only copy of the private key, which will allow you to decrypt your files,
is located on a secret server in the Internet; the server will eliminate the key
after a time period specified in this window.

In order to decrypt the files press button to open your personal page
File decryption site and follow the instruction.

in case of "File decryption button” malfunction use one of our gates:
http://34r6hq26q2h4jkzj.42k2bul5.com
https:/ / 34r6hq26q2h4jizj.tor2web.blutmagie.de

Click to copy address to clipboard

if both button and reserve gate not opening, please follow the steps:
You must install this browser www.torproject.org/projects/torbrowser.html.en
After instalation,run the browser and enter address 34r6hq26q2h4jkzj.onion
Follow the instruction on the web-site. We remind you that the sooner you do so,
the more chances are left to recover the files.

Click for Free Decryption on site

Enter Decrypt Key





