Cybersecurity Challenge

Can you protect yourself in the digital world? Let's find out together!
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Today's Mission

Becoming Digital Detectives

O1 02

Mystery Challenge Investigation

Solve a real cybersecurity problem Learn key security concepts
03 04

Solution Time Practice Activities
Apply knowledge to crack the case Test your skills with games

By the end, you'll know how to stay safe online and protect your personal information from cyber threats.
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The Mystery Begins

The Problem

Sarah received a message claiming her favorite streaming
account was "suspended." The link looked official, but
something felt strange. She clicked it and entered her
password...

What happened next? Her account was hacked, and
strangers used her payment information.

Could this happen to you? Let's discover how to spot and stop these attacks!
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Understanding the Threats

Weak Passwords Phishing Attacks
Easy-to-guess passwords like Fake emails or messages trick
"123456" or "password" make you into sharing personal
hacking simple for criminals. information by pretending to

be trustworthy.

Social Engineering

Manipulating people through psychology to reveal confidential
information without using technology.

Made with GRMIMA


https://gamma.app/?utm_source=made-with-gamma

Password Power

Why Passwords Matter 8

Your password is like your house key. A weak

one is like leaving your door unlocked! Use 12+ Characters
Bad passwords: Common words, birthdays, Longer equals stronger

simple patterns

Strong passwords: Long, random @:8
combinations of letters, numbers, and symbols

Mix It Up

Combine upper, lower, numbers, symbols

Q

Make It Memorable

Try a phrase you'll remember

[J Pro tip: "lLove2Eat@Pizza!" is much stronger than "pizza123"
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Password Managers: Your Digital Security Vault

The Memory Problem

Remembering 40+ different
passwords is humanly impossible.
Most people resort to reusing the
same password, creating a
dangerous security vulnerability.

The Smart Solution

Password managers generate ultra-
secure, complex passwords

automatically and store them safely.

You only need to remember one
master password.

How Password Managers Work

1.

Generate strong passwords: Create unique, complex passwords for

each account (like "X9#mK7$pL2@gR5")

Encrypt and store: Save all passwords in an encrypted vault that

hackers can't access

Auto-fill when needed: Automatically enter credentials when you visit

websites

Sync across devices: Access your passwords on phone, tablet, and

computer

Break the Chain

When one website gets hacked,
reused passwords expose all your
accounts. Password managers
isolate breaches, keeping your other
accounts protected.

One Master Password

You only need to remember

strong master passwordj{eNtla|le]e 3

your entire vault. Make it memorable
but unguessable!
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Spotting Phishing Attempts

Strange Sender Address

Check carefully! "support@amaz0n-security.com" is NOT Amazon.
Look for misspellings or odd domains.

Urgent Language

"Act now or lose your account!" Real companies rarely pressure you
with immediate threats or deadlines.

Suspicious Links

Hover over links before clicking. If the URL looks strange or doesn't
match the company name, don't click!

Requests for Information

Legitimate companies never ask for passwords, credit card numbers,
or security codes via email.
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Social Engineering Tricks

@

Pretexting

Someone creates a fake scenario to gain your trust. Example: "Hi, I'm from
tech support. | need your password to fix your computer."

_*.

Baiting

Offering something tempting to trick you. Example: "Free iPhone! Just
enter your personal details to claim your prize!"

&
Emotional Manipulation

Using fear, curiosity, or greed to make you act without thinking. Always
pause and verify before sharing information.
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Solving Sarah's Mystery

What Sarah Should Have Done

1. Checked the sender's email address carefully
2. Looked for spelling mistakes in the message

3. Contacted the streaming service directly through their
official website

4. Never clicked suspicious links or entered her password

Remember: When in doubt, don't click! Verify first.

Data Breaches

Involve human error

Phishing Success

Due to urgency tricks
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Time to Practice!

Activity 1: Crossword Puzzle Activity 2: Kahoot Quiz
Test your cybersecurity vocabulary! Work in pairs to Let's see who can spot phishing attempts fastest! Join the
complete the crossword with terms we learned today. game and compete with your classmates.
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Stay Safe Online!

Use strong, unique passwords everywhere
Always verify before clicking links or downloading files

Think twice when something feels urgent or too good
to be true

Never share personal information with strangers
online

You're now equipped to be a digital detective! Share these tips with
friends and family.
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